
How to enable email encryption on Thunderbird email client

PGP, also known as Pretty Good Privacy https://en.wikipedia.org/wiki/Pretty_Good_Privacy is a 27 years old 
encryption algorithm.

The system is simple. A user have 2 keys (like 2 passwords): a public key that is used to encrypt things and a 
private key that is used to decrypt things. So, if a user gives away his public key to anyone, then anyone can 
encrypt things sent to that user. The user, keeping hidden his private key and using it, is the sole person able to 
decrypt those things.

Such, PGP is used, amongst other things, for a system called end-to-end email encryption. The system goes 
like this:

• Alice has a computer, on which she runs an email client (Thunderbird) and generates a pair of keys, 
public and private.

• Bob has a computer, on which he runs an email client (Thunderbird) and generates a pari of keys, 
public and private.

• Alice send to Bob her public key, Alice keeps her private key hidden, stored safely
• Bob send to Alice his public key, Bob keeps his private key hidden, stored safely
• Alice send to Bob an email message, encrypted with Bob’s public key that she has.
• Only Bob, on his own computer, where he installed the private key is able to read the message Alice 

sent

Alice and Bob can use different email clients (Thunderbird, Outlook, Mac Mail, a.s.o.) with the requirement 
that it supports PGP.
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1. Install PGP Support on Thunderbird

1.1. Get Enigmail Add-on

Go to https://www.enigmail.net/index.php/en/download/download-enigmail
Click "Download Enigmail Now"

1.2. After the file is downloaded select Thunderbird Menu -> Add-ons
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1.3. Next select "Tools for all add-ons" ->  Install Add-on From File...".
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1.4. Click OK -> Install
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1.5. Select " I want to create a new key pair for signing and encrypting my email" -> Click Next
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1.6. Enter a passphase -> Click Next
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1.7. Select "I prefer a standard configuration (recommened for beginners)” -> Click Next
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1.8. Select "Create Revocation Certificate" -> Enter the passphrase entered earlier -> Click OK
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1.9. Save the revocation certificate. Recommended to another device (USB flash drive, External HDD)
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2. Start sending encrypted email

2.1. From Thunderbird Menu , select Enigmail -> Key Management
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2.2. Right click on the key created earlier -> Select "Send Public Key by email”
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2.3. Send the public key to the receiver
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2.4. Save the public key file.

The public key that was send to you by the future recipient, using the same procedure as above, must be saved 
first locally before use.

2.5. From Thunderbird Menu -> Enigmail -> Key Management, select File -> Import Keys from file.
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3. Send PGP encrypted email

Having your public key sent to the final recipient and his public key imported into Thunderbird, you can now 
send an encrypted email that only him can read.

Write a new email, and check if the marked buttons are shown as bellow, then enter the passphrase you entered
earlier.
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