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How to enable email encryption on Thunderbird email client

PGP, also known as Pretty Good Privacy https://en.wikipedia.org/wiki/Pretty Good Privacy is a 27 years old
encryption algorithm.

The system is simple. A user have 2 keys (like 2 passwords): a public key that is used to encrypt things and a
private key that is used to decrypt things. So, if a user gives away his public key to anyone, then anyone can
encrypt things sent to that user. The user, keeping hidden his private key and using it, is the sole person able to
decrypt those things.

Such, PGP is used, amongst other things, for a system called end-to-end email encryption. The system goes
like this:
* Alice has a computer, on which she runs an email client (Thunderbird) and generates a pair of keys,
public and private.
* Bob has a computer, on which he runs an email client (Thunderbird) and generates a pari of keys,
public and private.
* Alice send to Bob her public key, Alice keeps her private key hidden, stored safely
* Bob send to Alice his public key, Bob keeps his private key hidden, stored safely
* Alice send to Bob an email message, encrypted with Bob’s public key that she has.

* Only Bob, on his own computer, where he installed the private key is able to read the message Alice
sent

Alice and Bob can use different email clients (Thunderbird, Outlook, Mac Malil, a.s.0.) with the requirement
that it supports PGP.
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1. Install PGP Support on Thunderbird

1.1. Get Enigmail Add-on

Go to https://www.enigmail.net/index.php/en/download/download-enigmail
Click "Download Enigmail Now"

:— — O ﬁ E| https://mwww.enigmail.net/index.php/en/download/down

. .
»0 En|gma||_ HOME ~  DOWNLOAD ~  DOCUMENTATION ~  USERMANUAL ~  SUPPORT ~

Download

The latest version of Enigmail works with the following applications:

+ Thunderbird 52 and newer
+ SeaMonkey 2.46 and newer

Download Enigmail Now

Version 2.0.7 - Changelog - Previous Releases

Download GPG Signature (to verify the signature, please follow our instructions)

To install Enigmail on Thunderbird, use right elick "Save Link as ..." to save the extension locally. Then navigate to the Thunderbird menu Tools = Addons and click on the small Tools
button in the upper right corner and then on Install Add-on From File...

1.2. After the file is downloaded select Thunderbird Menu -> Add-ons

ye! E Events 4 ><-/\

Mew Message > Activity Manager
Attachments Message Filters »
Edit > | & Add-ons
Find 4 Options >
o= Print...
File -]
Save As » View 2
Folders > G .
Ermnpty Deleted Mo .
Events and Tasks »
Tools >
Exit Help ¥
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1.3. Next select "Tools for all add-ons" -> Install Add-on From File...".

Check for Updates

View Recent Updates

Install &dd-on From File...

far ..
Debug Add-ons
~  Update Add-ons Automatically
Beset All Add-ons to Update Autornatically
& Select add-on to install [
= « 4 I ThisPC » Desktop v Search Desktop 2 i
Organise - Mew folder =] m @
il
”
7 Quick access
B Desktop +
‘Duwnluads 4
@ Documents o
enigmail-2.0.7-5
[=] Pictures g m+th.xpi
J: Music
m Videos
f@ OneDrive
EH This PC
I} BD-ROM Drive (F;
R Y T s
File name: | enigmail-2.0.7-sm+tb xpi | |Add-ons W |
Open Cancel
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Software Installation

Install add-ons only from authors you trust.

You have asked to install the following item:

Malicious software can damage your computer or viclate your privacy,

* Enigmail (author not verified)
file://FCefUsers/Adrmin/Desktop/enigmail-2.0.7-srm+th.xpi

Install Mow

Cancel
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1.4. Click OK -> Install

Enigmail Alert *

i Enigmail: Unable to locate GnuPG executable in the PATH.
L& Make sure you have set the GnuPG executable path correctly in the Enigmail Preferences.

In order to use Enigmail, GnuPG is required. If you did not install GnuPG yet, the easiest way to do
this is using the "Setup Wizard" button below.

[] Do not show me this dialog again

Ok Setup Wizard

Enigmail Confirm X

9 In order to use Enigmail/p=p, GnuPG is required. As we could not find it, we suggest to download
" and install it for you,

Install Cancel
& Enigmail Setup Wizard = O x
GnuPG Required
GnuPi Required |
£ Gpgdwin Setup - > :

Enigmail ble, but it

could not Choose Components

Eviigenial Choose which features of Gpg4win you want to install. UG

button tof

Ikl G Chedk the components you want to install and uncheck the components you don't want to
install. Click Mext to continue.
Alternativ o ally.
Select components to install: IDESFHDMH
Browse Paosition v i
[[]Kleopatra over & companent ko
Downloag [l cra see its descripkion,
— (] GegoL P
[ GpaEX
Starting t
I Space required: 49.9MB —
Gpgdwin-3.1.1
T e
<Back | IMext> Cancel
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1.5. Select " I want to create a new ke

air for signing and encr

ting my email" -> Click Next

& Enigmail Setup Wizard — O >
Key Selection
Create A Key To Sign And Encrypt Email

We have detected that you already have an OpenPGP key. You can either use one of your existing keys, or create a

new key pair.

() | want to select one of the keys below for signing and encrypting my emaik:

Account /[ User ID Key ID Created i

@ | want to create a new key pair for signing and encrypting my email
< Back Mest = Cancel
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1.6. Enter a passphase -> Click Next

& Enigmail Setup Wizard . =

Create Key

Create a new Key Pair

This dialog will create a pair of keys: ~
Your public key is for others to send you encrypted emails, You can distribute it to everybody.
Your secret key is for you to decrypt these emails and to send signed emails. You should give it to nobody.

Your passphrase is a password to protect your secret key, It prevents misuse of your secret key. The passphrase
chould contain several words and at least 8 characters, digits and punctuation marks, Umlauts (e.g. &, € fi) and
language-specific characters are not recommended.

Account / User ID:
Valentin Besleaga <valentin.besleaga@camscapero> - valentin.besleaga@camscape.ro

Passphrase

Please confirm your passphrase by typing it again

Passphrase quality:
e

Remember passphrase for 1015 minutes of inactivity (before needing to re-enter it) W

< Back Mext = Cancel
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1.7. Select "I prefer a standard configuration (recommened for beginners)” -> Click Next

@ Enigrmail Setup Wizard =

How would you like to Configure Enigmail?

Would you like to setup Enigmail manually, or do you need assistance in the setup process?

(®): | prefer a standard configuration (recommended for beginners)

() | prefer an extended configuration (recormmended for advanced users)

() | prefer a manual configuration (recommended for experts)

() | want to import my settings from a previeus installation

< Back MNext =

Cancel
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1.8. Select "Create Revocation Certificate" -> Enter the passphrase entered earlier -> Click OK

6 -

Revocation Certificate Creation

You can now create your revoecation certificate

In case your secret key gets lost or compromised, you might need to revoke your public key such that others
don't continue to use your old key, For this purpaose, you need a revocation certificate,

You will be prompted to enter your password for this, Please transfer the certificate to a medium which can be
stored away safely such as a CD or USE stick. If sormebody gains access to this certificate they can use it to
render your key unusable,

Create Revocation Certificate
pinentry-qt — >

Please enter the passphrase to unlock the OpenPGP secret key:
“Valentin Besleaga <valentin.besleaga@camscape.ro="
4096-bit RSA key, ID 2015CEA1DODAS3EE,
1 ] created 2018-07-05.

Passphrase: ||

[] Make passphrase visible

Cancel

< Back Mext = Cancel
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1.9. Save the revocation certificate. Recommended to another device (USB flash drive, External HDD

@ Create & Save Revocation Certificate

4 I » ThisPC » Desktop

Organise = Mew folder

A

7 Quick access
B Desktop + q
& Downloads %
|§| Documents
- O 202B8C3BTFE107

[&] Pictures 712

J‘: Music

H Videos

i Onelirive

[ This PC

w | 0 Search Desktop

=l fbesleaga.valentin@gmail.com (0x665902D88E34454DBA3032AFCEE0CBOGAETT2E4) rey

Save as type: -ASCII Armored Files (*.asc)

» Hide Folders

Save

Cancel
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2. Start sending encrypted email

2.1. From Thunderbird Menu , select Enigmail -> Key Management

i
i
|

B

Mew Message
Attachments
Edit

Find

Print...

Save Az

Folders

Empty Deleted

Exit

P..

Events 4 p

Activity Manager

Message Filters

Add-ons
Options

Enigrail

File

Wiew

Go

Message

Events and Tasks
Teols

Help
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2.2. Right click on the key created earlier -> Select "Send Public Key by email”

& Enigmail Key Management = O =
Eile Edit View Keyserver Generate
Search for: | )3| Display All Keys by Default
Mame Key ID * | Type 253
Valentin Besleana <hesleanaw... DFANR5AS?RCN41A1 pub/sec
Copy Public Keys to Clipboard
Export Keys to File
Send Public Keys by Email
Upload Public Keys to Keyserver
Refresh Public Keys From Keyserver
Upload to your provider's Web Key Directorny I
Sign Key
Set Owner Trust

Add to Per-Recipient Rule

Disable Key
Revoke Key
Delete Key

Manage User IDs

Change Expiration Date
Change Passphrase
Generate & Save Revocation Certificate

Add Photo

Key Properties
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2.3. Send the public key to the receiver

| Write: This is my public key

Eile Edit Yiew |nsert Format Options

Enigrmail Tools Help
TESend | « Speliing [+ Damach |+ @& &
From:
b Tos
Subject:

This is my public key

Paragraph *~  Variable Width

- B A A AA4A

¥ Save v

T
H=—- 5

.
L1}
(M
il
4
]
7
)
p

L

1 attachment

o
=

0 bytes
OxDEBDB5A528CD41A.asc
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2.4. Save the public key file.

The public key that was send to you by the future recipient, using the same procedure as above, must be saved

first locally before use.

Opening ;e2028C3BTFE107T12.35¢

You have chosen to open:

2 0x2028C3BTFE107712.asc

from: imap://imap.gmail.com:393

which i. OpenPGP Binary File (32.4 kB)

What should Thunderbird do with this file?

(O) Openwith | gpgdwin.AssocFileKleopatra.GPG (default) b
(@) Save File
[] Do this automatically for files like this from now on.

OK Cancel

2.5. From Thunderbird Menu -> Enigmail -> Key Management, select File -> Import Keys from file.

@ Enigmail Key Management

File Edit View Keyserver Generate

Import Keys from File L Display All Keys by Default

O X

Export Keys to File D

203C219656CH
JB5A528CDA1A1

Send Public Keys by Email
Compose Email to Selected Keys

Create Autocrypt Setup Message
Manage SmartCard ...

Beload Key Cache

Close Cri+W
Exit

*  Type
pub
pub/sec

a3

[t F1A% mad mnn Cono
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3. Send PGP encrypted email

Having your public key sent to the final recipient and his public key imported into Thunderbird, you can now
send an encrypted email that only him can read.

Write a new email, and check if the marked buttons are shown as bellow, then enter the passphrase you entered
earlier.

Send Spelling

: |
To:  Valentin Besleaga <valentin.besleaga@camscape.ro> l

Subject: This is a test

Paragraph ~  Variable Width ~ | M- A ,g‘}"| A A A | i= 1T 4= &=

CEE | E-E-E
5 % 7 pinentry-gt = X
This a test mail.
Please enter the passphrase to unlock the OpenPGP secret key:
“alentin Besleaga <besleaga. valentin@gmail.com =" .
— 4096-bit RSA key, ID DESDBSAS2BCD41AL,
'_\i created 2018-07-05.
5}
Passphrase: || |
[] Make passphrase visible neel
Cancel
Creating mail message... I
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